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Important Note
Please Read Carefully

Study Tips

This product will provide you questions and answers along with detailed explanations
carefully compiled and written by our experts. Try to understand the concepts behind the
questions instead of cramming the questions.

Go through the entire document at least twice so that you make sure that you are not
missing anything.

Latest Version

We are constantly reviewing our products. New material is added and old material is
revised. Free updates are available for 90 days after the purchase. You should check your
member zone at CramBible an update 3-4 days before the scheduled exam date.

Here is the procedure to get the latest version:

1. Go to www.CramBible.com

2. Click on Member zone/Log in

3. The latest versions of all purchased products are download from here. Just click the
links.

For most updates, it is enough just to print the new questions at the end of the new
version, not the whole document.

Feedback

Feedback on specific questions should be send to web@CramBible.com. You should state:
Exam number and

version, question number, and login ID.

Our experts will answer your mail promptly.

Copyright

Each pdf file contains a unique serial number associated with your particular name and
contact information for security purposes. So if we find out that a particular pdf file is
being distributed by you, CramBible reserves the right to take legal action against you
according to the International Copyright Laws.
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THE TOTAL NUMBER OF QUESTIONS IS 150

QUESTION NO: 1 What is the purpose and use of digital certificates?

A. Prove authenticity and bind public keys to an entity

B. Prove authenticity and bind private keys to an entity

C. Hold both public and private keys of the bearer of the certificate

D. Hold both the public and private keys of the issuer of the certificate

Answer: A

QUESTION NO: 2 You create a policy-based VPN, and select an address group for
the source address. What will be the source part of the proxy-id seen by the remote
security gateway?

A. 0.0.0.0/0

B. The last member of the address group

C. The first member of the address group

D. A string of all of the addresses in the address group

E. The subnet that contains all addresses in the address group

Answer: A
QUESTION NO: 3 Click the Exhibit button.

Refer to the exhibit. This Hub and Spoke design uses route-based VPNs and has
intra-zone blocking enabled on the Evil zone. What is the minimum number of
policy rules, across all devices, required to establish full, bi-directional
communications between all locations?

Corpi208)-> get ewvent

Date Time Module Level Type Description

2003-08-21 11:23:43 systen info 00536 IKE<1.1.1.25> zejected an initial
Phase 1 packet from an unrecognized
peer gateway.
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Answer: C

QUESTION NO: 4 Which two (2) processes are able to use certificates on a
NetScreen device?

A. IKE Phase 2 VPNS

B. Certify NTP Servers

C. IKE Phase 1 Gateways

D. Management using SNMP
E. Management SSL traffic

Answer: C, E

QUESTION NO: 5 How many tunnels would have to be created to build a full mesh
between 10 VPN devices?
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Answer: D

QUESTION NO: 6 You have created a VPN to a dynamic peer. Which two (2)
configured parameters must match?

A. Peer id on the static side

B. Local id on the static side

C. Peer id on the dynamic side

D. Local id on the dynamic side
E. IP address on the static side

F. IP address on the dynamic side

Answer: A, D
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QUESTION NO: 7 What three (3) items do you need to download and install on
your NetScreen device for IKE gateways to be able to use digital certificates without
OCSsP?

A. The CRL list

B. The SCEP list

C. A local Certificate

D. The CA public key certificate
E. The CA private key Certificate

Answer: A, C,D

QUESTION NO: 8 Which two (2) statements regarding NHTB are correct?

A. If the hub device is running pre-5.0 software, manual configuration of NHTB is
required on the hub

B. If the spoke device is not a NetScreen device, manual configuration of NHTB is
required on the hub

C. If the spoke device is not a NetScreen device, manual configuration of NHTB is
required on the spoke

D. If the spoke device is running pre-5.0 software, manual configuration of NHTB is
required on the hub device

E. If the spoke device is running pre-5.0 software, manual configuration of NHTB is
required on the spoke device

Answer: B, D
QUESTION NO: 9 What three (3) components make up a redundant VPN

configuration?

A. Master

B. Slaves

C. Monitor

D. Targets

E. Backups

F. VPN Groups

Answer: C,D, F

QUESTION NO: 10 Which is a valid Phase 1 IKE proposal?
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A. pre-g1-des-md5
B. g2-esp-des-md5
C. g2-esp-aes128-md5
D. nopfs-esp-des-md5

Answer: A

QUESTION NO: 11 Which two (2) statements are correct?
A. RA stands for Registration Agent

B. RA stands for Registration Authority

C. An RA is required in order to run a CA

D. An RA distributes registration information

E. An RA accepts registration requests on behalf of a CA
Answer: B, E

QUESTION NO: 12 Click the Exhibit button.

Based on the exhibit, what two (2) options do you have for exchanging traffic
between Site A and Site B?

nzhxt-> get db stream
**kkkx [37427.0: <Trust/trust> packet received [48]******
ipid = 6118(17e6), @024f2a50
packet passed sanity check.
trust:10.1.10.5/2000->1.1.7.254/23, 6<Root>
chose interface trust as incceming nat 1f.
IP clagsification from non-shkared srec if : wsys Rcot
sesrol route to LT AR B 107 FREY On vy tenst-wr for BAY
route 1.1.7.254->10.1.1.1, te¢ untrust
reited 0. 054, 0 0 IR0 frust forust g D RS imbrusr
policy search from =zone 2-> zone 1
Permitted by policy 1
Get pseudo port for dst ip 1.1.7.254
Alloc pseudo port indx 0, port 2610
choose interface untrust as cutgoing phy if
ne loop on ifp untrust.
segsion application type 10, name TELNET, Timecut 1800sec
service loockup identified service 0. Sessicon (1d:1564) created for first pak all
route: Be L0eTiL101
arp entry found for 10.1.1.1
nep2 wing prepared, ready
flow got session.
flow session id 1564
post addr xlation: 10.1.1.254->1.1.7.254.
packet send out to 00104b1%ad4e0 through untrust.2E4
Permitted by policy 1
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