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Important Note
Please Read Carefully

Study Tips

This product will provide you questions and answers along with detailed explanations
carefully compiled and written by our experts. Try to understand the concepts behind the
questions instead of cramming the questions.

Go through the entire document at least twice so that you make sure that you are not
missing anything.

Latest Version

We are constantly reviewing our products. New material is added and old material is
revised. Free updates are available for 90 days after the purchase. You should check your
member zone at CramBible an update 3-4 days before the scheduled exam date.

Here is the procedure to get the latest version:

1. Go to www.CramBible.com

2. Click on Member zone/Log in

3. The latest versions of all purchased products are download from here. Just click the
links.

For most updates, it is enough just to print the new questions at the end of the new
version, not the whole document.

Feedback

Feedback on specific questions should be send to web@CramBible.com. You should state:
Exam number and

version, question number, and login ID.

Our experts will answer your mail promptly.

Copyright

Each pdf file contains a unique serial number associated with your particular name and
contact information for security purposes. So if we find out that a particular pdf file is
being distributed by you, CramBible reserves the right to take legal action against you
according to the International Copyright Laws.
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THE TOTAL NUMBER OF QUESTIONS IS 59

QUESTION NO: 1 When using the Site to Site VPN wizard in Cisco Router and
Security Device Manager, why would you need to create an access list using the
Add a Rule screen?

A. to open holes on the firewall to permit ISAKMP, ESP, and AH traffic
B. to define the traffic that will be protected by IPSec

C. to specify a range of IP addresses on the inside interface

D. to specify the remote-peer IP address range

E. to enable split tunneling

Answer: B

QUESTION NO: 2 Under normal operation, which light sequence on the Cisco
Aironet 1300 Wireless Bridge indicates that a device is associated to the bridge?

A. The center LED (Status) is solid green.

B. The center LED (Status) flashes green once every second.

C. The center LED (Status) flashes green once every 3 seconds.

D. The center LED (Status) blinks amber when an association occurs.

Answer: A

QUESTION NO: 3 Refer to the exhibit. According to the error log, VLAN 1 is
where the BPDU was received, and VLAN 2 is where the BPDU originated. When
inconsistency is detected, what happens?

%SPANTREE-2-RECV_1Q_NON_TRUNK: Received |IEEE 802.1Q BPDU on non
trunkFastEthernetd/1 on vian 1.

%SPANTREE-2-BLOCK_PORT_TYPE: Blocking FastEthemetD/1 on vian
1.Inconsistent port type.

%SPANTREE-2-RX_1QPVIDERR: Rcved pvid_inc BPDU on 1Q port 3/25 vian 1
%EPANTREE-2-RX_BLKPORTPVID: Block 3/25 on reving vlan 1 for inc peer vian
10

%SPANTREE-2-TX_BLKPORTPVID: Block 3/25 on xmtting vian 10 for inc peer
vian

A. VLAN 1 is blocked, while VLAN 2 is forwarding.
B. VLAN 1 is blocked, while VLAN 2 is listening.
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C. Both VLAN:S are listening on the port from which this BPDU is sent.
D. Both VLANSs are blocked on the port from which this BPDU is received.

Answer: D

QUESTION NO: 4 A user is not able to access the Cisco Router and Security
Device Manager (SDM) via HTTPS. Which two situations could be causing the
problem? (Choose two.)

A. The ip https server command is not in the running-config.

B. The ip http secure-server command is not in the running-config.

C. The user is trying to launch Cisco SDM from the inside (secured) interface with
firewall enabled.

D. The user does not have a privilege level of 15.

Answer: B, D

QUESTION NO: 5 The customer wants to implement wireless security through
implementation of WPAv2. Which component of WPAv2 would limit the rollout
because of the continued use of old access points?

A. 48-bit IV
B. AES

C. TKIP

D. MIC
Answer: B

QUESTION NO:6 Refer to the exhibit. The tables contain information from the
Cisco Router and Security Device Manager configuration of Router A and Router B.
Traffic between Host 1 and Host 2 is not successfully establishing the site-to-site
VPN between Router A and Router B.

What is the mostly likely cause of this fault?
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192.168.1.0 192.168.2.0
Router A

Host 1
Internet

o

10.1.1.1 10.1.1.2
IPSec Policy: A_to_B IPSec Policy: B_to_A
Peer Information 10.1.1.2 Peer Information 10.1.1.1
Integrity Algorithm . ESP SHA HMAC Inteqrity Algorithm ESP_SHA HMAC
Encryption Algorithm | ESP AES128 Encryption Algorithm | ESP RES1ZH
Infec Rule 101 TPSea Rule 151
IPSec Rule: 101 IPSec Rule: 151
permit ip 10.1.1.1 0.0.0.255 permit ip 10.1.1.2 0.0,0,255
10,1.1.2 0,.0.0. 285 10.1.1.0 0.0.0._25h5
IKE Policy IKE Policy
Prioeity _' 1 Pricrity 1
Buthenticat ion | bra-shared Authentication Pra-Sharad
Encryption | 3DES Encryption 3DES
Hash HHA 1 Hash SHA 1
O-H Group . group? D-H Group group?

A. The IPSec and IKE encryption methods do not match. They all have to be either 3DES
or AES.

B. Router A is using a standard IP ACL (100-149) while Router B is using a turbo

ACL (150-199).

C. The D-H Group settings on the two routers are set to group 2. They must be set to
group 1 for SHA-1.

D. The IPSec policy map names on the two routers do not match. They must be the same
on both routers.

E. The IPSec rules on the two routers are not permitting the correct interesting traffic.

Answer: E
QUESTION NO: 7 An administrator at host address 10.0.1.11 is trying to gain

access to Cisco Adaptive Security Device Manager via a Cisco ASA Security
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Appliance inside interface at IP address
10.0.1.1. Which two commands are required on a security appliance to enable
Cisco ASDM access? (Choose two.)

A. http (inside) host 10.0.1.11

B. Access-list asdm_access permit tcp host 10.0.1.11 host 10.0.1.1 eq http ! http (inside)
match asdm_access !

C. http server enable

D. asdm-management enable

E. http 10.0.1.1 255.255.255.255 inside

F. Access-list asdm_access permit tcp host 10.0.1.11 host 10.0.1.1 eq http
asdm-map ASDM match asdm_access

Answer: C, E

QUESTION NO: 8 What is the default authentication method when using HTTP
to access the Cisco Router and Security Device Manager (SDM), assuming that
you are not using the default configuration file (sdmconfig-xxxx.cfg) that comes
with Cisco SDM?

A. none

B. local database

C. aaa

D. enable password

E. line console password
F. line vty password

Answer: D

QUESTION NO: 9 The network administrator has configured the SSID value in a
wireless Cisco Aironet client card. What is the result of the client-to-access-point
association if the client SSID1 is left blank, and the SSID2 is assigned a value of
my_ssid?

A. The client will consider SSID1 a null value, causing the client to request the SSID
from the access point.

B. The client software will not allow this configuration and will create an error message
until the configuration is corrected.

C. The client software will replace SSID1 with SSID2, and use my_ssid to attempt
association with the access point.

D. The client software will attempt association with the access point using a null value
of SSID1, and if not successful it will rotate to use the SSID2 value of my_ssid.
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