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Important Note
Please Read Carefully

Study Tips

This product will provide you questions and answers along with detailed explanations
carefully compiled and written by our experts. Try to understand the concepts behind the
questions instead of cramming the questions.

Go through the entire document at least twice so that you make sure that you are not
missing anything.

Latest Version

We are constantly reviewing our products. New material is added and old material is
revised. Free updates are available for 90 days after the purchase. You should check your
member zone at CramBible an update 3-4 days before the scheduled exam date.

Here is the procedure to get the latest version:

1. Go to www.CramBible.com

2. Click on Member zone/Log in

3. The latest versions of all purchased products are download from here. Just click the
links.

For most updates, it is enough just to print the new questions at the end of the new
version, not the whole document.

Feedback

Feedback on specific questions should be send to web@CramBible.com. You should state:
Exam number and

version, question number, and login ID.

Our experts will answer your mail promptly.

Copyright

Each pdf file contains a unique serial number associated with your particular name and
contact information for security purposes. So if we find out that a particular pdf file is
being distributed by you, CramBible reserves the right to take legal action against you
according to the International Copyright Laws.
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THE TOTAL NUMBER OF QUESTIONS IS 65

QUESTION NO: 1 How does the Cisco 10S IPS feature set monitor the
network for malicious activity?

A. passive "bird-on-a-wire" packet inspection

B. deep inline packet inspection

C. Security Device Event Exchange (SDEE) packet inspection
D. out-of-band (OOB) packet inspection

Answer: B

QUESTION NO: 2 What are three benefits that companies gain with intelligent
networking based on Cisco 10S network infrastructure? (Choose three.)

A. a fully integrated network

B. a network requiring fewer networking devices
C. an adaptive network

D. a more resilient network

E. a completely fault-tolerant network

Answer: A, C,D

QUESTION NO: 3 Your customer has a basic stateful firewall setup that only
permits incoming traffic from the Internet to an internal web server. What are the
security risks if the firewall being used does not perform advanced application
inspection and control like the ASA Security Appliance does? (Choose two.)

A. Allowing all return traffic from the internal web server back out to the Internet

may increase the risk of worm propagation.

B. Peer-to-peer or instant messaging traffic using port 80 may exhaust the network
capacity.

C. Not validating port 80 traffic content may increase the risk of malware infection.

D. Denial of service attacks launched against port 80 of the internal web server can bring
down the web server.

E. If the firewall cannot perform deep packet inspection, the firewall cannot properly
classify the HTTP and HTTPS traffic. This may lead to connectivity issues from the
Internet to the internal web server.

Answer: B, C
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QUESTION NO: 4 Refer to the exhibit. Deploying integrated services on the Cisco
ISR Router can help reduce network cost and complexity by integrating which four
of these features on the ISR? (Choose four.)
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==l Employee PC, Cisco IP

e Phone and voice mail
. 3
Application
Bervers

Cisco IPPhone
Attendant Conzole

A. firewall and VPN

B. IP telephony and voice mail

C. Secure Access Control Server

D. LAN switching and Wireless LAN
E. IPS

F. Anomaly Guard and Detection

Answer: A,B,C, E
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QUESTION NO: 5 Which two of these statements best describe fast secure roaming
for the wireless core feature set using autonomous access points? (Choose two.)

A. It is compatible with all wireless clients.

B. It reduces roaming latency through reduced client RF channel scanning enhancements.
C. It reduces roaming latency to targeted times of less than 75ms.

D. Roaming occurs without reauthentication through a centralized RADIUS server.

E. It is enabled through WLSE deployment.

Answer: B, D

QUESTION NO: 6 LAB
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Answer: Pending. Send your suggestion to web@crambible.com

QUESTION NO: 7 A customer is deploying a wireless core feature set using
autonomous access points and requires Layer 2 roaming. What is a requirement
when deploying this solution?

A. a minimum of one Cisco 4100 Series WLAN Controller
B. one WDS per subnet

C. a minimum of one Wireless LAN Services Module

D. all clients using Cisco Aironet Wireless LAN Adapters
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Answer: B

QUESTION NO: 8 Which of these is the Cisco 10S Firewall feature that creates
specific security policies for each user with LAN-based, dynamic, per-user
authentication and authorization?

A. DDoS Mitigation

B. Cisco Security Agent

C. Intrusion Prevention System

D. Authentication Proxy

E. Context-based Access Control

F. Monitoring, Analysis and Response System

Answer: D

QUESTION NO: 9 What are three components of the wireless core feature set using
autonomous access points? (Choose three.)

A. CiscoWorks WLSE

B. Wireless LAN Controller

C. lightweight access points

D. 802.1X authentication server

E. Wireless Control System

F. Cisco autonomous access points running WDS

Answer: A, D, F

QUESTION NO: 10 A customer plans to implement a wireless core feature set using
autonomous access points. When choosing the access points, what is required for the
customer to implement WDS?

A. Client cards must be using Cisco's LEAP authentication.

B. All APs must support 802.1X for registration with WDS.

C. WDS must be enabled on all APs in the WLAN.

D. The customer must have a WLSM blade in their Cisco Catalyst 6000.

Answer: B
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