Easy CramBible Lab

! ~
CRAM BIBLE

117-303

{uestions
o A nswers

LPI Level 3 Exam (LPI
303: Security)

** Single-user License **

This copy can be only used by yourself for educational purposes.

Web: http://www.crambible.com/

E-mail: web@crambible.com




Cri.ﬁt'l Bible 117-303

Important Note
Please Read Carefully

Study Tips
This product will provide you questions and answers along with carefully compiled and written by our experts. Try
to understand the concepts behind the questions instead of cramming the questions.

Go through the entire document at least twice so that you make sure that you are not missing anything.

Latest Version

We are constantly reviewing our products. New material is added and old material is revised. Free updates are
available for 90 days after the purchase. You should check your member zone at CramBible an update 3-4 days
before the scheduled exam date.

Here is the procedure to get the latest version:

1. Go to www.CramBible.com
2. Click on Member zone/Log in
3. The latest versions of all purchased products are download from here. Just click the links.

For most updates, it is enough just to print the new questions at the end of the new version, not the whole
document.

Feedback
Feedback on specific questions should be send to web@CramBible.com. You should state: Exam number and
version, question number, and login ID.

Our experts will answer your mail promptly.

Copyright

Each pdf file contains a unique serial number associated with your particular name and contact information for
security purposes. So if we find out that a particular pdf file is being distributed by you, CramBible reserves the
right to take legal action against you according to the International Copyright Laws.

(C) Copyright 1998 Easy CramBible Lab, All Rights Reserved.



Cri.ﬁt'l Bible 117-303

THE TOTAL NUMBER OF QUESTIONS IS 101

QUESTION NO: 1

An administrator has just configured an OpenVPN client. Upon starting the service, the following
message is displayed:
TLS Error: TLS key negotiation failed to occur within 60 seconds

Which of the following statements is true?

A. The client was unable to establish a network connection with the server.

B. The client was able to establish a network connection with the server, however TLS key negotiation

failed, resulting in a fallback to SSL.

C. The client was able to establish a network connection with theserver, however TLS and SSL security are not
enabled.

D. The client was able to establish a network connection with theserver, however TLS key negotiation took

longer than 60 seconds, indicating that there may be a problem with network performance.

Answer: A

QUESTION NO: 2

SELinuxhas just been installed on a Linux system and the administrator wants to use SELinux in permissive mode

in order to audit the various services on the system. What command will switch SELinux into permissive mode?

A. setenforce 0
B. /etc/init.d/selinux stop
C. selinux passive

D. /etc/init.d/selinux startpassive

Answer: A

QUESTION NO: 3

Which of the following export options, when specified in /etc/exports, will tell the server to use the NFSv4
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Pseudofilesystem?

A. fsid=2
B. fsid=0
C. fs1d=3
D. fsid=1

Answer: B
QUESTION NO: 4

Which of the following are common techniques for securing a sendmail server? (Select THREE correct

answers)

A. Maintain user accounts in an LDAP directory.
B. Enable TLS.

C. Disable VRFY.

D. Runsendmail in a chroot'd environment.

E. Disable USRLKUP.

Answer: B,C,D

QUESTION NO: 5
What does ntop use for data collection?

A. Network packets
B. Log files

C. Frame relay

D. SNMP

Answer: A

QUESTION NO: 6 CORRECT TEXT

An administrator has successfully configured a cryptographic volume for dmcrypt, and has added the following

line to /etc/fstab: /dev/mapper/cryptvol /media/crypt auto defaults 0 0 Upon booting the system, the error message
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"mount: special device /dev/mapper/cryptvol does not exist" is displayed. What configuration file has the

administrator forgotten to edit? (Provide the full path and filename)

Answer: /etc/crypttab

QUESTION NO: 7 CORRECT TEXT

What command will remove the dmcrypt mapping named cryptvol? (Provide the command with any options

and parameters) Answer: /sbin/cryptsetup remove crypt-vol cryptsetup remove crypt-vol

QUESTION NO: 8 CORRECT TEXT

Which LUKS action, when supplied to the cryptsetup command, will initialize a LUKS partition and set the initial

key? (Provide only the action name)

Answer: luksFormat

QUESTION NO: 9

An administrator has created a mapping with the following command:

cryptsetup luksOpen /dev/sdal cryptvol and has set three different keys. Which command below will delete the
first key?

A. cryptsetup luksDelKey /dev/sdal 0
B. cryptsetup luksDelKey /dev/sdal 1
C. cryptsetup luksDelKey /dev/mapper/cryptvol 1
D. cryptsetup luksDelKey /dev/mapper/cryptvol 0

Answer: A

QUESTION NO: 10 CORRECT TEXT

What command will list basic information about all targets available to cryptmount? (Provide the command with
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any options or parameters)

Answer: cryptmount

QUESTION NO: 11
Which of the following are valid dmcrypt modes? (Choose THREE correct answers)

A. XTS
B. ESSIV
C. GMR
D. KWG

E. LRW
Answer: A,B.E

QUESTION NO: 12 CORRECT TEXT

Which directive in the OpenVPN client.conf specifies the remote server and port that the client should connect

to? (Provide only the directive, without any options or parameters)

Answer: remote

QUESTION NO: 13

You are certain that your kernel has been compiled with ACL support, however, when you try to set an ACL on a
file, you get the following output: % setfacl m user:hugh:r afile.txt setfacl: afile.txt: Operation not supported What

is the most likely reason for this problem?

A. There is an error in the command line parameters.

B. There is no user on the system namedhugh.

C. The partition has not been mounted with theacl option.
D. The file afile.txt doesn't exist.

Answer: C
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